
Failure Modes and EffectsFailure Modes and Effects 
Analysis (FMEA) for Radiation 

M di iMedicine 
R. Alfredo C. Siochi, PhDR. Alfredo C. Siochi, PhD



OutlineOutline
• An Introduction to FMEA
• FMEA for radiotherapy workflow 

improvement 
• Reverse FMEA for implementation of new 

technology
• FMEA after an accident – what can we 

learn from the NY Times?learn from the NY Times? 



MOC PQI – hope you stay awake!MOC PQI hope you stay awake!

www.dilbert.com



FMEAFMEA

• Failure Modes and Effects AnalysisFailure Modes and Effects Analysis
• FM: What could go wrong? And how?

E Wh t th ?• E: What are the consequences?
• Analyze: Probability of Occurrence, 

Detectability, Severity



Types of FMEATypes of FMEA

• Process FMEAProcess FMEA
• Design FMEA

S t FMEA• System FMEA
• Product FMEA
• Basic Methodology is the same



Failure ModesFailure Modes

• What could go wrong?What could go wrong?
• And how!

R i B i t i T• Requires Brainstorming Team
– familiar with the subject of their analysis 

( t d t)(process, system, product)
– Identify everything at this stage 
– (even seemingly trivial or improbable items)





Murphy’s LawMurphy s Law

If anything can go wrong, it will!



EffectsEffects

• For each failure mode identify theFor each failure mode, identify the 
effect(s)

• These can be effects that happen to• These can be effects that happen to
– Patients

St ff– Staff
– Other processes or workflows (e.g. the effect 

t b bl i d f it lf b t if it imay not be a problem in and of itself but if it is 
allowed to propagate it could become 
significant)significant)



AnalyzeAnalyze

• What is the Severity of the effect?What is the Severity of the effect?
– No harm = 1, Lethal = 10

What is the probability of Occurrence?• What is the probability of Occurrence?
– not likely = 1, certainty = 10

• What is the likelihood that the failure mode 
will escape Detection before it causes an 
effect?
– Always detected = 1, undetectable = 10 



Risk Priority NumberRisk Priority Number

• RPN = Severity x Occurrence x DetectionRPN = Severity x Occurrence x Detection
• Ranges from 1 to 1000

Hi h b h t i it• Higher numbers have greater priority
• Multiple failure modes exist in a system, 

which one is the most critical to address?
• Risk management should consider g

regulatory issues



Proposed TG100 Rating ScalesProposed TG100 Rating Scales

[RACS1]A high value for detectability actually means that it is less likely to be detected.  This can be confusing for a novice.



Risk ManagementRisk Management

• Reduce the RPNReduce the RPN
• Re-design the product or Improve 

Processes in order to:Processes in order to:
– Remove the failure mode, or

I th d t t bilit f th f il d– Increase the detectability of the failure mode, 
or
R d th it b h i th ff t– Reduce the severity by changing the effect



Risk Management by Signage?Risk Management by Signage?

www.classicalvalues.com/archives/2009_10.html



A more serious exampleA more serious example…
• Failure Mode: HDR Door Interlock Fails

Effect: Unintended radiation exposure
• Severity: ? Depends on sourcey p
• Occurrence: ? Depends on interlock 

reliabilityreliability
• Detection: ? Depends on system design

Ri k M t D il QA f d• Risk Management: Daily QA of door 
interlock and all emergency switches



Multiple Fault ToleranceMultiple Fault Tolerance

• Many backup systems in case 
one fails

• redundant in purpose
• May be redundant in designy g
• Examples

– Signageg g
– Emergency stop button
– Emergency Power off buttong y



Part II: FMEA for RT Workflow 
IImprovement

• A well run clinic has well establishedA well run clinic has well established, 
understood, and implemented processes

• Processes affect the total environment of• Processes affect the total environment of 
the clinic: business, technical, clinical 
aspectsaspects

• FOCUS here is on the safety of the clinical 
process



Process FMEAProcess FMEA

• Process Map or Process treeProcess Map or Process tree
• Include Control Points

A l b• Analyze sub processes
• Create Fault trees
• Mitigate Hazards



Process Hazard MitigationProcess Hazard Mitigation

http://safety.lovetoknow.com/Funny_Safety_Pictures~1



Process MappingProcess Mapping

• Flowcharts to follow a product fromFlowcharts to follow a product from 
beginning (“raw materials”) to end (product 
in the hands of consumer)in the hands of consumer)

• Radiotherapy: Very Data Driven
O th d f ll th d t t t th• One method: follow the data to create the 
process map



Data 
Flow 
in ROin RO

*Fig. 11.1 from 
Siochi, Information 
resources for 
radiation oncology,
Ch. 11 of a 
forthcoming book:
Informatics inInformatics in 
Radiation 
Oncology, G. 
Starkschall, B. 
Curran, editors.



Clinical Work 
Flow, 

paperlesspaperless 
checks

Physicists
Dosimetrists/Physicians

Therapists

In-House Software

Adapted from Fig 5. Siochi, et al. 
Radiation therapy plan checks in a 
paperless clinic J App Clin Medpaperless clinic, J. App. Clin. Med. 
Phys., 10(1):43-62.



Understand Your ProcessUnderstand Your Process

• You can’t determine failure modes if yourYou can t determine failure modes if your 
process is a black box

• Break down process into single actions• Break down process into single actions
• Identify interfaces between actions
• Identify resources for each action
• Determine failure modes
• Mitigate Hazards



Failure Modes: Device vs ProcessFailure Modes: Device vs Process
• Example: Radiosurgery Ring Placement

Device: Plastic Support Snaps– Device: Plastic Support Snaps
– Process: Pin was over-tightened

• Device Failure Mode:Device Failure Mode: 
– Intrinsic Device Design Problem
– May be mitigated by processes

• Process Failure Mode: 
– Sequence not followed

St F tt– Step Forgotten
– Step done incorrectly
– Sequence produces undesirable side effectsq p



Process Failure ModeProcess Failure Mode

http://www.darwinawards.com/



Example: IMRT Plan PreparationExample: IMRT Plan Preparation 
Process

• Example Process for FMEA
• Sub process of the IMRT treatment• Sub process of the IMRT treatment 

process
Each clinic has to evaluate their own• Each clinic has to evaluate their own 
process



TG 100 IMRT Process Tree- Draft



Where do I begin?Where do I begin?

http://safety.lovetoknow.com/Funny Safety Pictures~14http://safety.lovetoknow.com/Funny_Safety_Pictures 14

TAKE IT ONE STEP AT A TIME- WORK WITH SUBPROCESSES



Sub Process – plan preparation

What are the failure 
modes for each of the 
steps in each 
subprocess?subprocess?

What are their effects?

H d th t ?How do they propagate?

How do they interact?

How do we mitigate
them?



plan preparation failure modes

Wrong patient

Wrong coordinate system

Wrong Isocenter for DRR , 
e.g. calc point was chosen

Typographical errors

Course change without re-plan

Missing data

Course change without re plan



plan preparation effects

Patient receives wrong 
treatment

Dose distribution changes,
Dose to wrong site

Dose to wrong site

Depends on which element 
was a typo

Radiobiological Effects

Depends on what is 
missing

Radiobiological Effects



plan preparation - analysis

S = 10, O = 1, D = 10?

S = 10 O=7 (many cases

Systematic error, O = 10,
S = 10, D=10?

S = 10, O=7 (many cases, 
iso= calc), D = 7 
(verification day – images 
look strange?)
Depends on which element 
was a typo

S = 6? O =5 (protocols are

Depends on what is 
missing

S  6?, O 5 (protocols are 
well established), D = 10

g
Assessing Detectability means you know the whole process. Are there other 
sub processes that will catch the error before it affects the patient?



plan preparation - RPN

100

1000

490

Depends on which element 
was a typo, could be 1000

300

Depends on what is 
missing, could be 1000

300

g,



plan preparation – Risk Management 
Phase 1

100

Implement plan check 
process

490

300

Implement plan check 
process

300

Implement plan check 
process

Reduce the value of D for the highest RPN processes, i.e. 
Make the failure mode more detectable



plan preparation – Risk Management p p p g
Phase 2, 3, etc.

D= 1 S=10 O=10D= 1, S=10, O=10. 
New RPN = 100. 

Modify transfer software 
configuration, O = 1
RPN = 10

Implement IGRT check 
processp

Mitigate the next highest RPN values. Adjust the RPN values of mitigated items. 
Consider other mitigation steps to reduce D or O. S will not change for the given 
effect.



Overwhelmed?Overwhelmed?
Ask For 
HELPHELP

http://safety lovetoknow com/Funny Safety Pictures~6http://safety.lovetoknow.com/Funny_Safety_Pictures 6



Part III – Reverse FMEA for 
i l i f h limplementation of new technology

• New– unfamiliar – hard to know failureNew unfamiliar hard to know failure 
modes

• Start with “Effects”Start with Effects
• Prioritize by effects – no need for RPN
• Then use fault tree analysis• Then use fault tree analysis.

– requires learning more about failure modes, 
but the learning is now guided.but the learning is now guided.

• Examine fault tree to build in mitigations
– Process designProcess design
– Device Modification



Generic RT EffectsGeneric RT Effects

• Wrong PatientWrong Patient
• Wrong Site

W D Di t ib ti• Wrong Dose Distribution
• Which of these top level elements does 

your new technology affect directly?
• Develop that element in greater detailp g



Fault Tree
OR Gate - All input 
faults must be 
mitigated to avoidmitigated to avoid 
the output fault

IGRT
Tx 
DeliveryIGRT 

related 
technology

START

Delivery
related 
technology

STARTSTART
HERE

START
HERE



Learn about your deviceLearn about your device
Ask yourself questions about how your device works and how it will be integrated 
with other devices in your clinical workflow

How does theHow does the How does the 
new technology 
deliver dose?

How does the 
new technology 
communicate 
treatment 

t tparameters to 
other 
subsystems?

What are the special considerationsWhat are the special considerations 
for modeling the device or treatment 
technique in the planning system ?



Learn about your deviceLearn about your device



Example: Moduleaf - HardwareExample: Moduleaf Hardware
• Add on mini-MLC

f• 40 leaf pairs
• Leaf width = 2.5 mm
• Leaves move from – 6 cm to + 6 cm
• Max field size is 12 x 10
• Leaf position tolerance = 0.5 mm
• Closed leaves parked 5.5 cm away from central 

axis
• Rounded leaf tips
• Slight tilt from divergence on leaf side



Moduleaf Dose Delivery Error

Remember 
this for laterthis for later



USING THE FAULT TREEUSING THE FAULT TREE

• Device configuration decision: givenDevice configuration decision: given 
options, which one presents the least risk?

• Is the fault true for the device?• Is the fault true for the device?
• Test procedures: should be general 

h t t t ll ibiliti f thenough to test all possibilities for the error
• Clinical Workflow Design: write procedures 

that reduce occurrence of error or increase 
detection of error



DECISIONS? SLOW DOWNDECISIONS? SLOW DOWN



Jaw Configuration DecisionJaw Configuration Decision

KEEP THIS
AND 
ANALYZE

ELIMINATE 
THIS

WHAT

AND GATE: 
Mitigate 
either input WHAT 

SIZE DO 
WE USE?

either input

We decided to keep the Jaws fixed since we have no control over the jaw tolerance 
of 2 mm. For small fields, a 10% or greater error can occur due to positioning 
inaccuracy The errors from using a fixed jaw can be reduced to a much lower valueinaccuracy. The errors from using a fixed jaw can be reduced to a much lower value
(dose uncertainty due to leakage modeling in TPS).



MODULEAF field sizeMODULEAF field size

• Decided on 10 4 x 10 4Decided on 10.4 x 10.4
• With jaw tolerance this means jaws range 

in position from 5 to 5 4in position from 5 to 5.4
• Closed leaves at 5.5 cm are blocked
• Jaws don’t invade mMLC fields up to 

10x10
• Output factor change minimal



Leakage vs X field sizeLeakage vs X field size



Leakage measurement method?Leakage measurement method?

• Don’t assume anythingDon t assume anything
– “Gafchromic is expensive, maybe I can just 

test the 10x12 area”test the 10x12 area
• Go back to the fault tree

R b th it “ i i hi ldi ”?• Remember the item “missing shielding”?
• That could be anywhere
• Test a full field, not just the MMLC field



Missing ShieldingMissing Shielding
Reduced field size
10.4x10.4

Lead added
Y1 side

Manufacturer 
Configuration
10.4 x 12.4

Lead both

Lead added Y1 side & 
Linac MLC closed 
l b hi d J

Lead both 
sides & Linac 
MLC closed 
leaves behind 

leaves behind Jaws Jaws



Never Assume AnythingNever Assume Anything



V&R – Data Transfer ErrorV&R Data Transfer Error

• Separate fault treeSeparate fault tree
• Several items were mitigated related to 

data integritydata integrity
• Most significant change we adopted was a 

process



Data TransferData Transfer 
Error

• LANTIS sends block 
code to LINAC on 
DMIPDMIP

• Cosmic listens to 
DMIP

• Cosmic sets leaf 
positions from the 
record with the 
corresponding block 
code

• BLOCK CODE is• BLOCK CODE is 
crucial



Field shape communicationField shape communication

• Problem: Lantis block code does not have to beProblem: Lantis block code does not have to be 
unique

• Lantis field IDs are uniqueq
• Moduleaf block codes in separate files for same 

patient can be the samep
• Potential error: wrong Moduleaf shape is chosen
• Mitigation: t gat o

– block code to Lantis field id mapping
– One file per patient in Cosmic at a time



Documenting the FMEAg

UIHC Rad Onc Department WIKI:
Moduleaf Project, FMEA section:
The Effects are listed first, with the faults beneath 
th Miti ti d ib d i h ti fthem. Mitigations are described in each section for 
each fault, with links to the clinical procedures, 
design changes, and configuration decisions.



Documentation - IIDocumentation II

Link to our 
field 
naming 
conventionconvention 
and block 
code 
mapping

Link to 
procedure 
th tthat 
involves 
this 
convention



Follow your documented 
d !procedures!

http://safety.lovetoknow.com/Funny_Safety_Pictures~3



Block Code MappingBlock Code Mapping
Our convention for 
naming Lantisnaming Lantis 
field IDs makes it 
possible to keep 
field IDs unique-

t t d fcaveats noted for 
number of beams, 
segments, Rx

Mapping a unique 
Lantis field ID to 
the Moduleafthe Moduleaf 
block code makes 
the block codes 
unique Mapping scheme



Segue to NY TimesSegue to NY Times

• What if Moduleaf block codes were notWhat if Moduleaf block codes were not 
sent?

• What if we did not check it?• What if we did not check it?
• A 10x10 field opening with high MU!

– Fractionated IMRT (350 – 500 MU)
– SRS (2000 to 5000 MU)

• NY Times article: from descriptions, it is 
IMRT without MLC shapesp



IV: FMEA after an accidentIV: FMEA after an accident

• Reported Effects are extremely severeReported Effects are extremely severe
– (OR they wouldn’t get so much attention!)

High Priority• High Priority
• We should analyze the Failure Modes
• How does this relate to our practice? 

– Do we mitigate this FM?g
– Is the mitigation effective?



Pulitzer 
P iPrize 

Winner 
reports 

on radio-on radio-
therapy 

accidents

http://topics.nytimes.com/top/reference/timestopics/people/b/walt_bogdanich/index.html



Example 1: Failure Modes 
Reported

“In another case an unnamed medicalIn another case, an unnamed medical 
facility told federal officials in 2008 that 
Philips Healthcare made treatment planningPhilips Healthcare made treatment planning 
software with an obscure, automatic default 
setting causing a patient with tonsil cancersetting, causing a patient with tonsil cancer
to be mistakenly irradiated 31 times in the 
optic nerve ”optic nerve.

Is this IGRT related? What was the failure mode? Wrong isocenter chosen?



Some clues as to what happened?Some clues as to what happened?
“Many of these mistakes could have been 

h h d b i h ki l bcaught had basic checking protocols been 
followed, accident reports show. But there is 
l i li ti th halso a growing realization among those who 

work with this new technology that some safety 
d td t d ”procedures are outdated.” 



Is your safety procedure effective?Is your safety procedure effective?



Example 2: Effect and FMExample 2: Effect and FM

“ his fatal radiation overdose — which left him…his fatal radiation overdose which left him 
deaf, struggling to see, unable to swallow, 
burned, with his teeth falling out, with ulcers in g
his mouth and throat, nauseated, in severe pain 
and finally unable to breathe…A New York City 
h it l t ti hi f t h dhospital treating him for tongue cancer had 
failed to detect a computer error that directed a 
linear accelerator to blast his brain stem andlinear accelerator to blast his brain stem and 
neck with errant beams of radiation. Not once, 
but on three consecutive days.”y



Example 2: more FMp
“The Times found that on 133 occasions, devices used to shape or modulate 
radiation beams… were left out, wrongly positioned or otherwise misused.”

“…I.M.R.T. The unit … was made by Varian …The first four had been delivered 
as prescribed. Now Dr. …wanted the plan reworked to give more protection to 
[his] teeth... Shortly after 11 a.m… the computer began seizing up, displaying an 

‘ ferror message… system crashes ‘are not uncommon with the Varian software, 
and these issues have been communicated to Varian on numerous occasions.’ … 
at 12:24 p.m., Dr. approved the new plan …At 12:57 p.m. — six minutes after yet 
another computer crash — the first of several radioactive beams was turned on.another computer crash the first of several radioactive beams was turned on. 
…several hours after [he] received his third treatment under the modified 
plan…she ran a test … the multileaf collimator… was wide open. …[he] had 
received seven times his prescribed dose…When the computer kept crashing, 
th di l h i i t did t li th t i t ti f th lli t h d tthe medical physicist did not realize that instructions for the collimator had not 
been saved …hospital waited so long to run the test … ‘a staffing shortage for the 
medical physicists’ …All the therapists had to do was watch the computer screen
— it showed that the collimator was open … Instead, their eyes were fastened on p , y
[him], out of concern that he might vomit into the mask. ”



NY TimesNY Times 
Fault Tree

This could be made more 
generic and the tree could 
be expanded

My assumption -
Procedure failed?

be expanded

My conclusion 
from NY Times 
timeline



Too Late to do anything?Too Late to do anything?
• By the time the article came out Varian had 

already issued a fixalready issued a fix
• Varian Users found out before the article was 

publishedpublished
• HOWEVER:

N V i i th i d

Is there a way non-Varian users can hear about these 
things when Varian users do?

– Non-Varian users can improve their procedures 
to prevent such errors 

– Varian users can learn from clinic errors and– Varian users can learn from clinic errors and 
improve their procedures

– Extend the fault tree – other ways for error to y
happen?



Expanded Fault Tree

Files for 
QA have 
MLC, file 
for plan 
don’t



FINAL WORDSFINAL WORDS
• FMEA, FAULT TREES organize thoughts

– Most of us can think of grocery items
– But if you don’t write them down, you will most y y

likely forget something
• FMEA takes time up frontp

– Whole Clinic needs to invest time to map their 
processes and make sure there are control 
points for hazard mitigation 

• REMAIN VIGILANT



The EndThe End

Source: KOTV

Thank you for not falling asleep!


